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Abstract
Privacy and data protection regulations are spreading around the
world, but our current understanding of the implementation pro-
cess is shaped primarily by post hoc studies in developed countries.
Sri Lanka, a South Asian country with a lower-middle-income econ-
omy, recently passed the Personal Data Protection Act, but it has not
come into effect yet. This provided us with a unique opportunity
to study the pre-enforcement journey of the regulation’s imple-
mentation. We interviewed 35 stakeholders from organizations
of varying scales, including both government and private-sector
entities, in roles ranging from C-suite executives to developers.
Despite looming deadlines, organizations were only beginning to
plan, with significant gaps in understanding and even awareness
of the Act. They faced various challenges, some of which echoed
those in developed countries, while others were different, such as
reliance on non-digital infrastructure, intermediation by informal
support staff (“peons”), and weaknesses in enforcement processes.
Our findings offer insights into how new privacy regulations can
be more effective when implemented in Majority World countries.
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1 Introduction
Privacy regulations are increasingly seen as necessary by soci-
eties around the world, driven by increases in the collection of
personal data, its value for applications like artificial intelligence,
and the market pressures dictating its use [14]. Regulations from
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Western countries, such as the General Data Protection Regulation
(GDPR) [12] and the California Consumer Privacy Act (CCPA) [5],
have set the tone for other data protection laws, with many coun-
tries following in their footsteps and adopting policies and frame-
works, including nations such as Thailand [56], Brazil [35], and
Indonesia [18]. While previous work has extensively examined the
privacy landscape of the originator countries [1, 7, 8, 11, 16, 25, 26,
39, 43, 48, 50, 52, 54], much of the new privacy legislation is appear-
ing in developing countries, and their experiences remain relatively
underexplored. Furthermore, most existing studies examine ecosys-
tems only after the enforcement of regulations [1, 7, 16, 25, 39, 48,
54]; the privacy landscape prior to enforcement, and the process of
implementation itself, have not received enough attention.

Sri Lanka, a developing SouthAsian countrywith a lower-middle-
income economy [62], enacted its Personal Data Protection Act
(PDPA) in March 2022 [40]. However, the government has repeat-
edly postponed the enforcement date of the Act, giving regulated
institutions more than four years to prepare for the compliance
requirement. This provided us with a unique opportunity to explore
the privacy landscape of a developing country before the enforce-
ment of regulations, as well as stakeholders’ journeys to comply
with them.

Previous studies on privacy regulation compliance in web and
mobile applications in Sri Lanka have revealed that compliance
rates are very low even after more than two years since PDPA was
enacted [45, 57], suggesting little progress in the privacy ecosystem.
This observation raises an important question: why are stakehold-
ers not actively working toward compliance? It is imperative to
understand the underlying causes and identify existing issues in or-
der to create a better privacy ecosystem in Sri Lanka. The country’s
experiences can furthermore guide improvements in the rollout of
privacy legislation for countries that are still considering their own.

To address this gap, we developed a set of research questions
aimed at better understanding the pre-implementation phase and
the costs and challenges implementers encounter during it, espe-
cially those arising due to fundamental factors like culture:

(1) How do organizations plan for upcoming regulations, and
what is the current state of their preparations?

(2) What is the role of the regulator in helping organizations?
(3) What role do cultural norms play?
(4) What technical challenges do stakeholders encounter?
(5) How do stakeholders perceive the cost and budget of imple-

mentation?
We conducted 35 semi-structured interviews with management

and technical professionals from government and private-sector
organizations of different scales. Our findings shed light on the state
of privacy compliance at a time when stakeholders had almost four
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years to comply with the PDPA. They reveal that most government
and private-sector organizations are at the very beginning of the
planning stage. Few organizations had progressed in their imple-
mentation to adhere to the PDPA, and those that had were mostly
from the financial sector. Furthermore, we identified a significant
gap in awareness of the Act, as well as a lack of sufficient guidance
from the regulator regarding implementation. Our findings also
revealed that stakeholders encountered various technical, cultural,
and financial challenges. Additionally, many participants did not
see direct benefits of compliance other than avoiding penalties,
largely due to a lack of perceived consumer demand. They also
lacked trust in the government’s ability to fully enforce the Act.

2 Background and related work
2.1 Sri Lanka’s PDPA
The majority of the world’s countries have passed some form of
privacy law [14]; one of them is Sri Lanka. The Democratic Socialist
Republic of Sri Lanka is a developing South Asian, lower-middle-
income country with a presidential system [62]. According to a 2024
census, Sri Lanka has a population of approximately 21.7 million,
with its capital Colombo being the most densely populated city and
holding more than 11% of the population [10].

Sri Lanka enacted its first privacy act, the Personal Data Pro-
tection Act (PDPA), in March 2022 [40]. The initial enforcement
date was set for March 2025, creating a three-year timeline for
compliance. Subsequently, however, the enforcement deadline was
extended by six months, and then extended again, this time indefi-
nitely, through an October 2025 amendment [41].

Unlike many other privacy regulations, the Act applies to both
private sector and government bodies.1 Under the Act, data con-
trollers must adhere to core data protection obligations identical
to those in the GDPR, such as lawfulness, purpose limitation, data
minimization, accuracy, storage limitation, integrity and confiden-
tiality, and accountability. Like the GDPR, the Act identifies and
strengthens key rights for individuals: right to be informed, right
of access, right to withdraw consent, right to object, right to rectifi-
cation, right to erasure, right to restriction, right to data portability,
and right to request a review of decisions based solely on auto-
mated processing that significantly impacts them. While PDPA is
modeled on the GDPR, the law is less detailed and has a few other
differences [12, 40].2

Another aspect of the Act was establishing the Data Protection
Authority of Sri Lanka as an agency to regulate processing and
ensure compliance. Its authority includes conducting inquiries,
receiving complaints, inspecting premises, and issuing binding
directives to controllers and processors. Originally, all entities under
the purview of PDPAneeded to have aData ProtectionOfficer (DPO)
to oversee compliance. However, the 2025 amendment dispensed
with the mandatory requirement for public corporations, which
1The Act specifically names the following covered public and private entities: those
who process personal data of those wholly or partly within Sri Lanka; by a controller
or processor domiciled, ordinarily resident, or incorporated in Sri Lanka; by entities
that offer goods or services to data subjects in Sri Lanka; and by entities that monitor
the behavior of data subjects within Sri Lanka.
2Unlike in the GDPR, the role and independence of an organization’s Data Protection
Officer is not explicitly defined under PDPA. Additionally, the GDPR has two penalty
tiers, depending on the severity of violations, with fines defined as a percentage of
global annual turnover, while PDPA penalties are capped at 10 million LKR.

are considered government entities [42], to appoint a DPO. Further,
the DPO no longer has the responsibility of ensuring an entity’s
compliance, making the role purely advisory [41, Section 20].

Despite the PDPA being enacted for more than two years, an
empirical study of Sri Lankan health sector mobile applications and
websites conducted in 2024 revealed very low compliance rates [57].
Another study on privacy regulations and compliance in Sri Lankan
web applications found similar results, further confirming this situa-
tion [45]. It is worth noting, however, that similar compliance delays
have been observed with other regulations. Organizations continue
to violate privacy regulations like the General Data Protection Reg-
ulation (GDPR) and the California Consumer Privacy Act (CCPA)
years after their enforcement, and several studies have identified in-
terpreting legal documents, regulatory support, culture, awareness,
and cost as key challenges driving this non-compliance [13, 27, 38].

2.2 Interpreting regulations and regulator
support

Several studies using semi-structured interviews revealed that stake-
holders involved in implementingGDPR compliance face significant
challenges. After interviewing privacy compliance implementers
and surveying developers, researchers identified that understanding
legal requirements and translating them into technical solutions is
a major challenge for implementers [11, 49]. However, some stake-
holders believe that privacy laws and regulations remain unclear
until cases are prosecuted and interpreted, demotivating implemen-
tation efforts [50]. Interviews with software development teams and
a comparative study of data protection regulations have pointed
out that a lack of clear guidance on using specific technologies also
affects implementations [24, 54, 63]. Furthermore, interviews with
privacy implementers revealed that they did not receive sufficient
support from regulatory authorities to overcome implementation
challenges [39, 50]. All these factors add complexity to implement-
ing privacy features in digital systems [11, 24, 32, 39, 49, 54, 63].
Consequently, studies highlight that implementers need early sup-
port to avoid legal problems later in the compliance process [48].
Furthermore, implementers emphasize the need for a proper system
to identify competent privacy domain experts and a verification
mechanism to evaluate their compliance state at a given stage of
implementation [26, 49, 54]. On the other hand, interviews with
privacy experts and examination of government budgets suggest
that governments themselves occasionally lack the resources to
adequately fund data protection authorities for enforcement [7].

2.3 Privacy culture
Through interviewing developers and C-suite executives across
various organizations, researchers have identified that both em-
ployees’ personal privacy perceptions and organizational norms
affect privacy implementations, and changing such culture is a
non-trivial task [2, 49, 52, 61]. In building a privacy culture, some
research recognizes strategies such as introducing a specialist role
called a “privacy champion,” a person with privacy training and
awareness, to gradually shift the organization towards a privacy
culture [54]. However, interviews with technical privacy experts
revealed that organizations often do not consider privacy a core
value [16], nor do they provide enough time and autonomy to build
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ethical systems [52]. Exacerbating the situation, interviews with
software developers revealed that the organizational climate some-
times allows, and even promotes, behaviors against privacy [17].

2.4 Privacy awareness
Several studies identify a lack of awareness regarding privacy regu-
lations, benefits, and consequences as a factor driving prevailing
compliance issues. Interviews also revealed that organizations do
not see a competitive advantage in being compliant and lack the
required capacity, thus failing to prioritize compliance implementa-
tion [54]. Findings from the literature indicate that organizations
tend to prioritize privacy and security only as their business and
products mature [8, 50]. Interestingly, Hadar et al. found through
interviews with developers that many confuse security with pri-
vacy, making achieving compliance more difficult during product
development [17].

2.5 Solution implementation challenges
A literature review conducted by Zaguir et al. identified that stake-
holders see challenges in adhering to the right to revoke consent
and the right to be forgotten when products integrate emerging
technologies like big data analytics and artificial intelligence, as
they facilitate the re-identification of personal data. Consequently,
organizations fear that regulatory restrictions may decrease their
performance, product offerings, and ability to scale internation-
ally [48, 63]. Additionally, Ekman and Billgren found that making
legacy systems compliant with the GDPR was difficult because
stakeholders found it economically infeasible to understand the
technological landscape, learn where data resides, make data pro-
cesses compliant, and redesign all systems to adhere to the law [11].
According to Poritskiy et al. and Li et al., smaller organizations are
hesitant to modify existing systems due to the increased technical
complexity introduced by compliance [26, 43]. Additionally, several
studies reveal that participants view compliance as an increase in
administrative and operational work [43, 48, 63], while Chen et al.
found, through semi-structured interviews of entrepreneurs, that
they find user data to be a profitable asset, and investor pressure
for profits leads them to deprioritize privacy and security [8].

2.6 Cost of compliance
Expertise, time, resources, changes to processes, and operations
incur costs. Zaguir et al. show that organizations lack expertise in
privacy and need to recruit specialists [63]. Recruiting and retain-
ing specialist professionals such as a DPO is difficult [63]. Even
if specialized resources are available, studies highlight that team-
ing up experts from different disciplines, such as developers and
lawyers, has not produced the intended results due to interdisci-
plinary communication issues or, in some cases, a complete lack
of communication [25, 54]. Handling the resulting legal issues also
increases costs and resource requirements [11, 48]. Maintaining
compliance requires security operations and regular audits, which
add to the overall cost [43]. Research shows that organizations find
GDPR compliance expensive and struggle to allocate required bud-
gets, suggesting that developing countries should design their laws
and enforcement structures with compliance costs in mind [7, 63].

2.7 Studies on privacy challenges in South and
Southeast Asia

Most studies on privacy implementation and its challenges are post-
enforcement studies focusing on developed countries. The situation
faced by South Asian countries could be different. A limited number
of studies has been carried out in the South Asian region relating
to privacy implementations [20–22, 44, 46, 47, 55]. Of these, only
one study, by Prasetyo et al., used in-depth interviews and focus
group discussions with Indonesian stakeholders to identify chal-
lenges in implementing compliance [44]. It identified prominent
challenges including low public awareness, stakeholder resistance
due to business models, regulatory bodies lacking resources to en-
force policies, political and economic interference, and small and
medium-sized enterprises viewing compliance as a burden. How-
ever, the study lacks population information, making it difficult to
clearly contextualize the outcomes.

Sri Lanka is the first country to enact a comprehensive, stan-
dalone data protection act in South Asia [9]. As South Asian coun-
tries show increasing interest in privacy regulations, we see a signif-
icant gap in studying implementation challenges with stakeholders
prior to enforcement. Sri Lanka is a lower-middle-income country
where the majority of the population struggles with economic and
financial stability, a factor not present in the wealthy nations that
dominate the privacy regulation literature [62]. Exacerbating the
financial difficulties is the fact that Sri Lanka went through a sover-
eign debt default, declared on April 12, 2022, just after the PDPA’s
enactment [31]. Additionally, the country’s corruption levels affect
many industries, reflecting the nature of policy and law enforce-
ment [59]; studying how stakeholders approach a privacy law in
this environment is crucial for understanding future implementa-
tions in similar regions.

Our study contributes to the global discourse on privacy regu-
lations by providing empirical evidence of implementation chal-
lenges in a country categorized by the International Monetary
Fund (IMF) under Emerging Market and Developing Economies
(EMDEs) [3, 19]. By documenting the findings during the pre-
enforcement phase in a lower-middle-income context, our study
surfaces issues that may affect the more than 50 other nations under
the category of EMDE, including regional peers like Bangladesh and
Pakistan, who are currently navigating similar transitions [15, 60].

3 Methods
BetweenMay andNovember 2025, we conducted 35 semi-structured
interviews with senior managers, middle managers, and developers
at private organizations and government entities that are directly
subject to the PDPA either as data controllers or as processors.

3.1 Research design
We developed the protocol for our semi-structured interviews based
on a literature review of global data protection compliance and
privacy regulation implementations. The protocol focused on five
main topics we wanted to explore:

(1) Compliance requirements and resources. Prior literature es-
tablishes that clear requirements and resource availability
are critical for compliance [11, 16, 25, 28]. We therefore de-
signed questions to elicit stakeholders’ insights on these
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factors in the local context, such as how implementers in-
terpret the PDPA’s requirements and where they find the
resources needed for compliance.

(2) Regulator’s role. Stakeholders’ expectations regarding reg-
ulator support and guidance can indicate gaps in the en-
forcement process. Furthermore, these expectations provide
insights into the regulator’s involvement during the pre-
enforcement period.

(3) Culture. Sri Lanka has a highly open culture regarding so-
cial interactions and communication, contrasting with the
U.S. and European countries where most privacy compli-
ance studies have been conducted [58]. Thus, we sought
to understand how these cultural norms affect compliance
implementation.

(4) Challenges. Understanding the challenges stakeholders face
during implementation is a core objective of our study. There-
fore, we asked broad, open-ended questions to identify per-
ceived challenges and potential solutions from the stakehold-
ers’ perspectives.

(5) Cost of compliance. Sri Lanka is a developing country that
faced a severe financial crisis in early 2022, the same year
the PDPA was enacted [62]. Even small and medium-sized
enterprises (SMEs) in developed countries find compliance
costs burdensome [32, 50, 51]. Therefore, organizations’ fi-
nancial perceptions of compliance efforts are likely a crucial
factor in their motivation to adhere to the PDPA.

After drafting the protocol, we refined it using feedback from
domain experts and conducted pilot interviews to improve the
instrument’s clarity and effectiveness.

3.2 Participant recruitment
We recruited interview participants using a stratified snowball sam-
pling approach, choosing this method because initial interactions re-
vealed that stakeholders were reluctant to discuss their compliance
posture with strangers. We screened job titles and role descriptions
for decision-making or implementation responsibilities related to
security/privacy, compliance, or PDPA. We aimed to achieve di-
versity across government and private sectors, as well as across
hierarchical and professional roles. This need to reach specific job-
level strata further motivated our sampling choice. Informed by
the literature, we defined senior managers, middle managers, and
developers as our target strata. We identified and contacted initial
participants through professional and academic networks. We then
asked them to recommend other suitable participants.

In total, we conducted 37 interviews, nine through direct contact
and the rest using snowballing. Two were pilot participants who
met the selection criteria and whose sessions were used to refine
the flow and interview questions. Of the remaining 35 participants,
14 represented government institutions and 21 represented private-
sector organizations. The former included some organizations that
handled data applicable to every Sri Lankan; the latter ranged in
size from small startups to large corporations with more than 200
employees. As Table 1 shows, these organizations span domains
such as finance, software development, and services like health,
education, telecommunications, and transport. Our sample included
a wide range of roles, from senior executives (CTOs, CIOs, CEOs,

Table 1: Organization details of interview participants

ID Type Domain Designation

P01 Govt. Services Middle Mgmt, Developer
P02 Govt. Finance Middle Management
P03 Govt. Finance, Software Developer
P04 Govt. Services Middle Management
P05 Govt. Finance Middle Mgmt, Developer
P06 Govt. Services Senior Management
P07 Govt. Services Middle Management
P08 Govt. Services Senior Management
P09 Govt. Finance Middle Management
P10 Govt. Finance Senior Management
P11 Govt. Services Senior Management
P12 Govt. Services, Software Senior Management
P13 Govt. Services Middle Management
P14 Govt. Services Middle Management
P15 Large Finance Senior Management
P16 Large Finance Senior Management
P17 Large Services, Software Senior Management
P18 Large Services, Software Middle Management
P19 Large Services, Software Senior Management
P20 Large Services, Software Developer
P21 Large Finance Senior Management
P22 Large Services, Software Senior Management
P23 Large Services, Software Developer
P24 Small Services Developer
P25 Medium Services, Software Senior Management
P26 Small Services, Software Senior Management
P27 Small Services Senior Management
P28 Small Services, Software Senior Management
P29 Small Services, Software Developer
P30 Startup Services, Software Senior Management
P31 Startup Finance, Software Senior Management
P32 Startup Software Senior Management
P33 Startup Software Senior Management
P34 Startup Software Senior Management
P35 Startup Software Senior Management
Govt. — Government, Large — Large Enterprises with ≥ 200
Employees, Medium — Medium Enterprises with 50–200

Employees, Small — Small Enterprises with < 50 Employees

and directors) to middle managers responsible for handling data
protection compliance. The 35 participants represented 30 distinct
organizations; repetitions arise from cases when we interviewed
developers and engineers from the same organizations to obtain a
holistic perspective on their practices. We continued data collection
until each new interview was found to yield limited new insights.

3.3 Data collection
We conducted interviews in person and through video conferenc-
ing, depending on participant preference. Each session lasted ap-
proximately 30 to 45 minutes. While a fixed protocol guided the
interviews, we adjusted the order and emphasis of questions based
on the conversation’s flow. Interviews were conducted primarily in
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English, with occasional exchanges in Sinhala (the most common
native language in Sri Lanka) based on participant preference. Two
researchers were present for each interview, with one leading the
interview and the other taking detailed manual notes (in English)
documenting participants’ responses. We used this approach in
lieu of recording audio or video in order to protect participant con-
fidentiality and strengthen their confidence in providing candid
opinions.

3.4 Data analysis
Weorganized and transcribed our interview notes immediately after
each session to ensure accuracy and completeness. We removed all
identifying details from the transcripts to preserve anonymity and
stored them securely with restricted access.We used thematic analy-
sis to identify patterns in the data, following Braun and Clarke’s [4]
six-phase framework: familiarization, initial coding, searching for
themes, reviewing themes, defining themes, and producing the fi-
nal analysis. Our coding process was inductive, allowing themes
to emerge from the data rather than relying on predefined cate-
gories. Two researchers coded the data independently, discussing
and resolving discrepancies promptly to ensure analytical consis-
tency. Both coders conducted all interviews together, providing
preliminary familiarity and insight into the material. The coders
independently went through three transcripts multiple times and
iterated on codes before discussing and merging them into the
initial codebook. After each subsequent interview, they met to dis-
cuss and jointly update the codebook as necessary. No new themes
appeared for the research questions in the last 3–5 interviews for
both government and private organizations (and answers became
predictable even during the interview itself), at which point we
ended recruitment. Due to the nature of our process, we did not
calculate inter-rater reliability metrics [29]. We used spreadsheet
applications with automated scripting to manage the collaborative
analysis and maintain an auditable record of the process.

3.5 Ethics and positionality
We obtained ethical clearance from our affiliated institution and
collected informed consent from every participant, as detailed in
Appendix B. The lead researchers who conducted the interviews,
processed the data, and performed the thematic analysis are Sri
Lankan citizens with computer science backgrounds, providing
them with familiarity with the local context and culture.

3.6 Limitations
Our study has limitations common to qualitative research. The the-
matic analysis procedure is inherently subjective to the researchers’
interpretations. Our findings are based on the interviewees’ opin-
ions and experiences and cannot be generalized more broadly (e.g.,
to all PDPA implementers) or considered as representative. For
this reason, we also refrain from reporting quantitative measures
and tendencies. While we hope the study’s findings are applicable
to other countries or cultures, we cannot draw such conclusions
on the basis of our data alone. Our sampling provided representa-
tion of many sectors and domains but is not uniformly distributed.
Similarly, most of the participants were located in Colombo, the
capital of Sri Lanka, which is the most populated, digitized, and

commercial area in the country. The sample is further biased by
recruitment that relied on our professional networks and snow-
ball sampling. While we made clear to our participants that their
responses would be anonymized, they may have still been reluc-
tant to share certain information due to lack of trust or because
of organizational obligations. Finally, our interviews focus on the
perspectives of organizations implementing PDPA and their staff;
we did not interview the other side—the regulators—who may hold
differing views and complementary insights.

4 Findings
Our interviews reveal the challenges of navigating a diversified
privacy landscape during the implementation of the PDPA. We
organize the findings into five primary themes: (1) stakeholder
preparedness for enforcement; (2) understanding of the Act and the
regulator’s role; (3) organizational and public privacy culture; (4)
technical challenges; and (5) perceptions of compliance costs.

4.1 Stakeholder preparedness for PDPA
compliance

In regulatory enforcement, it is standard practice to allow stake-
holders a grace period to align their personnel, processes, and tech-
nologies with new requirements. The PDPA provided a three-year
window for these preparations. Our first research question explores
how organizations plan to prepare for these regulations and the
current state of their readiness.

4.1.1 Stakeholders show slow progress in implementation with lim-
ited confidence or direction. Participants reported being at the early
stages of implementation, often lacking a clear roadmap or the con-
fidence to proceed. Current activities primarily involve conducting
awareness programs, performing gap analyses, developing policies,
or implementing information security controls. Efforts are largely
focused on information security, digitization, and automation. In-
house software development and security teams are perceived as
significant advantages, providing organizations with higher confi-
dence in their technical implementation. Some participants believe
a security team alone is sufficient for compliance, such as P30, who
said, “we have an information security function for internal system
control and deployment requirements . . . so implementation expertise
is there.”

Participants from organizations with prior compliance experi-
ence (e.g., PCI-DSS or ISO 27001) or those serving international
clients (requiring compliance with GDPR or Australia’s OAIC) de-
scribed more mature plans with clear next steps. Large corporations
expressed the most confidence, citing financial resources, manage-
ment support, and existing audit infrastructure. One large corpora-
tion senior manager, P21, highlighted their internal expertise: “We
are in a bit of a unique situation. We have a veteran in this field in
our board who is a pioneer in this data protection and privacy area.”
These participants shared practical insights, such as prioritizing
data classification followed by implementing controls for collection,
retention, and sharing.

Conversely, participants outside the financial sector expressed
less confidence in their ability to comply. Notably, none of the par-
ticipants described plans for handling data subject rights, such as
requests for erasure or withdrawal of consent. Furthermore, most
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participants did not address the Act’s limitations on cross-border
data transfers. Several participants, particularly in the government
and startup sectors, lacked a formal compliance plan. Some per-
ceived themselves as low-risk targets; for instance, P07 remarked,
“what can hackers get from us? There is nothing to take from us so
who is going to hack us?”

4.1.2 Motivation for compliance is driven by reputation, liability, and
regulatory mandates. For most organizations in the early or middle
stages of implementation, the primary motivation for compliance
is avoiding reputational damage or legal penalties. For the financial
sector, however, compliance is mandatory and driven by the Central
Bank of Sri Lanka (CBSL) [6], the nation’s financial regulator.

Beyond legal requirements, some participants view compliance
as an opportunity to transition from ad-hoc processes (e.g., mul-
tiple software tools used by different people for similar tasks) to
standardized software practices and formalized data management.
Others view it as their responsibility to comply.

Interestingly, some government participants saw the PDPA as a
lever to reclaim data ownership from third-party software vendors.
P09, from a government organization in finance, explained: “When
we request access to these data they were telling us that they can’t
give access because these are sensitive data. They have forgotten
who the data owner is. We are having discussions on this with them,
highlighting this PDPA Act, before we had nothing to bring this up.”
Many participants suggested that enforcement should rely on audits,
with several advocating for strict penalties meant to induce fear.

4.1.3 Stakeholders seek expertise to interpret the Act and map re-
quirements. Organizations recognized the need for specialized ex-
pertise to interpret the Act and map its requirements to technical
controls, yet they faced significant hiring constraints. Most inter-
viewees described wanting a lawyer with information technology
knowledge to understand the Act, like P25, who said, “what we need
is to look at this from the legal side with regards to the Act and gov-
ernment laws.” Finding such experts is challenging; P15 expressed
that it is “very difficult to find expertise in Sri Lanka [where the talent
pool is] not very mature.”

Uncertainty regarding enforcement and long-term operational
costs led many to prefer external consultants over permanent hires,
with P26, a senior manager from an SME, stating they are “not
planning to take permanent resources, hence expect consultation.”

Government organizations faced additional barriers like strict
procurement processes, a lack of allocated staff positions for privacy
roles, and no budgets. Even the recruitment process itself presents
pitfalls; P04, for example, noted that “we don’t have [. . . ] positions or
a procedure to recruit people for this.” In the face of this, some partic-
ipants proceeded using existing internal staff, relying on their own
interpretations of the Act rather than seeking specialized guidance.

4.2 Understanding the Act and regulator’s role
When a new privacy act is adopted, stakeholders need to under-
stand its requirements and expectations—a process in which the
regulatory authority typically plays an important role. Our sec-
ond research question aimed to understand the stakeholders’ ex-
periences and expectations for the regulator’s role. Our findings
reveal that most participants find it difficult to interpret the Act;

furthermore, nearly all participants expressed dissatisfaction with
the guidance provided by the government and the Data Protection
Authority (DPA).

4.2.1 Understanding and interpreting the Act. Most participants
found the Act difficult to interpret for implementation; for exam-
ple, P05 opined that “technical people cannot understand pure legal
interpretations, therefore that legal to tech map should be there. DPA
should do awareness programs combining them.” Participants often
believed that a lawyer with information technology expertise would
be necessary to bridge this gap. Furthermore, they look to the DPA
to provide the necessary support for understanding the legisla-
tion. They also suggested that the DPA should provide guidelines
featuring a phased approach and checklists detailing how specific
controls map to clauses in the Act. “it would be good if they can give
sector specific guidelines. . . that would be easier for everyone” (P17).
A few suggested a need for specific guidelines tailored to different
professional roles, such as management, architects, and developers.

A majority of participants reported that they had not yet ap-
pointed a Data Protection Officer (DPO), despite this being a PDPA
requirement. Participants emphasized that the Act does not clearly
define the DPO’s roles and responsibilities, hindering the recruit-
ment process; for instance, P09 said “Even though it says to appoint
a DPO, we have no idea what that person should do and what are their
duties.” However, most large corporations have already recruited a
DPO, sometimes planning to assign the role to existing employees,
such as risk and compliance managers.

4.2.2 Stakeholders learn about compliance requirements inciden-
tally rather than from regulator. Successful compliance depends on
awareness and understanding by covered entities, but our inter-
views revealed significant gaps in awareness and communication
more than two years after the PDPA’s enactment. Some participants
were entirely unaware of the PDPA. Among the majority who were
aware, many learned of the Act incidentally—through potential
clients or professional networks (e.g., posts on LinkedIn and other
social media)—highlighting a significant communication gap. Sev-
eral participants incorrectly assumed the responsible entity was
the Computer Emergency Readiness Team of Sri Lanka (SL-CERT).
They were surprised to learn of the existence of the Data Protec-
tion Authority (DPA), such as P27, who “did not know there is an
authority like that even.” In contrast, participants from the financial
sector had been made aware of the PDPA by the CBSL. However,
even those who were aware of the Act called out its ambiguities,
such as P19, who noted that “there are certain ambiguity areas like
how it works with data sharing among groups of companies.”

4.2.3 Stakeholders say the support and guidance from DPA is mini-
mal to none. All interviewed participants stated that the DPA has
provided insufficient awareness, guidelines, and support for both
implementers and the general public. Due to the lack of local re-
sources, some participants have instead turned to GDPR guidelines;
P19 explained: “we do not get much insight from them (DPA), that
is why we are independently relying on our consultants and relat-
ing our problems to GDPR. That is easier than getting from DPA.”
Participants highlighted the challenges of lacking domain-specific
guidelines, tutorials, training materials, or checklists. P13 said, “in
DPA discussions they state that they are going to do this and that,
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but when it comes to the ground level there is nothing. There is no
answer when we request some recommendation even. We need a way
to verify what we are doing.”

Some participants raised concerns regarding weaknesses of the
prevailing legal and governance systems, citing unreliable govern-
ment decisions, loopholes in the legal system that could be used
to avoid penalties, potential business losses due to systemic de-
lays, and a lack of oversight through auditing or monitoring. For
example, P26 expressed their skepticism, noting that even if “the
government says they are going to enforce,” “in SL, companies know
they still can go around and get business done without this.” Accord-
ing to participants, even the legal system did not seem prepared to
handle the regulations. For example, P16 pointed out that there was
“no clarification on how to handle PDPA related cases in a court. You
have to educate judges and legal people as well.” Furthermore, some
participants questioned whether the DPA possesses the necessary
expertise; P13 related having “asked questions at the only workshop
we had under the Ministry of [redacted] but did not get any answer,
it seems they haven’t taken a decision on cloud data storage.” The ab-
sence of a functional communication channel for clarifications was
also a common concern. Additionally, some participants expressed
uncertainty about how the PDPA interacts with other legislation:
“our Act might be superseding the PDPA as we collect a lot of sensitive
data and we cannot allow users the right to erase as well” (P11).

Collectively, the DPA’s lack of preparedness has led stakeholders
to question the Act’s eventual enforcement, its necessity, and the
feasibility of aligning business operations and technologies with
its requirements.

4.3 Privacy culture in organizations and public
Culture influences how people perceive the idea of privacy and its
importance. Our next research question focused on understanding
the role of cultural norms in implementing new privacy regulations.

4.3.1 National culture of openness. Sri Lanka is one of the world’s
countries where individuals are accustomed to a communal cul-
ture, and prior research has found that privacy concerns translate
less directly into privacy-protective behavior among Sri Lankans
compared to Western populations, indicating a cultural pattern of
greater tolerance for information exposure in social and civic con-
texts [58]. A number of participants brought this up as a barrier to
enacting stricter privacy controls, such as P30, who explained, “cul-
turally we are more inclined to trust and we open up. Sometimes you
can’t escape a conversation without being rude. This culture doesn’t
go well with privacy.” P21 elaborated: “Compared to the Western
culture where people are very concerned about privacy, we are in a
more open and connected culture so people are not just bothered about
sharing personal data.” To overcome this challenge, participants
emphasized that individual organizations would need to change
their culture first, and that management must play a prominent
role in driving these changes.

4.3.2 Building a privacy-aware organizational culture. Most par-
ticipants whose organizations were still in the planning stage of
compliance were confident that a cultural shift is not difficult if
properly administered, particularly among the IT workforce. Some

expressed that, although they anticipated initial resistance, employ-
ees will adapt over time.

However, participants from organizations in the middle of com-
pliance implementation held a different view, seeing the cultural
and attitudinal change of employees as quite challenging. For ex-
ample, P17 said, “we have designed a framework for data gover-
nance. . .We are trying to implement procedures but mostly data gets
shared on trust among these people.” These participants suggested
that awareness programs should cover data-handling fundamentals,
threats and risks, best practices, and ethics. They emphasized that
organizations should tailor awareness programs to the employee’s
role—from management to clerical staff—and cover the privacy
aspects of the specific processes in which each person is involved.

Participants from government organizations highlighted that IT
staff turnover negatively impacts the compliance process: “Most
people just serve for a limited period and leave so no maintenance
or knowledge transfer. As they do not hand over the responsibilities
and knowledge properly, no one else will try to learn and maintain
them” (P04, a middle manager from a government organization).
Furthermore, most of these organizations find it difficult to convince
senior non-IT staff of the importance of compliance. P09 stated
that “government workers, especially non-IT people, are reluctant to
embrace updates, they just prefer to stay with the same day-to-day
processes.” In this participant’s view, senior employees are often
unwilling to risk engaging in new initiatives that might affect their
retirement plans and government-provided pensions, given the
short time left in their careers.

In contrast, most small and medium enterprises (SMEs) and
startup organizations focus primarily on expanding their business
and increasing revenue, treating compliance as an afterthought. For
example, P35 said, “our main target is revenue and [we are] tight on
the resources at the moment.”

4.3.3 Lack of awareness, facilitation, and direction by management.
Management awareness of the PDPA in the government sector
proved to be very low compared with the private and financial
sectors. Participants in the middle of the implementation process
stated that management awareness is essential for successful com-
pliance, as managers are the primary decision-makers. For example,
P15 believed that “awareness has to be created with some kind of push
and it should come from top to bottom.” However, most participants
from government organizations reiterated that their management
lacks awareness regarding both the importance of compliance and
the consequences of non-compliance. One participant, P05, noted
that “awareness should be given to the top positions first because even
if we have knowledge we can’t execute things without them approving.”
As a result, management lacks the required motivation to prioritize
compliance implementation. Interestingly, themanagement of some
government organizations has not even communicated compliance
requirements to middle management, leading to significant delays
in some instances. For example, P05 said “as the top management
lacks awareness on the importance of this, the act they have received is
not even properly directed to relevant divisions.” Additionally, several
participants reported that bureaucracy negatively impacts imple-
mentation. Because managers often come from domains other than
information technology and finance, they struggle to understand
the importance of privacy compliance. In the words of P05, “the
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first [challenge] thing is the bureaucracy. We are in IT but decisions
are taken from the services divisions. In this hierarchy, all top level
people don’t have an idea on IT related things so it’s hard to convince
them.”

4.3.4 Insufficient user awareness of their privacy rights. Most par-
ticipants noted that giving users—as actual owners of the data—a
good understanding of privacy is pivotal to successful compliance:
if customers do not understand privacy and their rights, the privacy
ecosystem will not be sustainable. These participants further em-
phasized that organizations must incorporate new methods to build
a privacy-conscious culture among the public in Sri Lanka. P15
gave an example, stating that “ethical considerations of data should
be emphasized. For example, there is no need to ask for your gender or
religion when doing a transaction.” Almost all participants felt that
the DPA should be responsible for public awareness. However, a
few interviewees argued that organizations should also become in-
volved in making the public aware of their privacy rights, building
customer trust through employee accountability.

4.4 Technical challenges faced by stakeholders
during compliance implementation

Adapting to a new practice brings various technical challenges to
stakeholders with respect to their day-to-day operations. Our fourth
research question focused on understanding these technical chal-
lenges. Participants found compliance implementation challenging
on prevailing systems and infrastructure, underscoring that the
changes would sometimes require re-engineering entire systems
and processes. They further raised concerns about the challenges
they would face in continuing business operations centered around
the use of PII.

4.4.1 Fulfilling business requirements under the restrictions of com-
pliance. Participants emphasized that compliance must not be a
showstopper for businesses. Harmonizing business needs with pri-
vacy compliance was seen as a challenge by some participants,
such as P19, who stated, “When it comes to doing business, we should
know where to draw the line of satisfying the authority and doing
business as well,” and noted they were still trying to figure out a
solution. On the other hand, others considered privacy compliance
an opportunity to win customer trust. Still, some also viewed it as
a double-edged sword, where a single data breach could collapse
the customer trust gained over many years.

The biggest challenge faced by participants from private-sector
organizations was that their products rely on PII or related data
from users, such as contact details, user behavior data, and location
data. They use this data to maintain the quality of service, improve
user experience, and promote products through cross-selling and
up-selling. They expressed concern that compliance would entail
limitations on collecting such data, and they stated that it would
affect users in the future. A few participants had concerns regard-
ing cross-border communication and regulatory compliance, while
others were concerned about storing PII on cloud infrastructure.

Participants from government organizations had a different ex-
perience with respect to providing services throughout the country
due to diverse infrastructure and societal contexts. For example,
P08 said, “Data connection at remote areas is not strong. So officers

sometimes share passwords with others with data connection to some-
how enter data into the system.” In some circumstances, employees
use their personal devices and might also have to put data into
the system on behalf of the end user due to a lack of language
or technological literacy. For example, P11 stated, “We have tried
giving user guide videos, but the literacy and status of people vary a
lot, so it is hard to approach all users.”

4.4.2 Protecting information in physical documents. Not all gov-
ernment services are handled through digital systems; physical
documents are still sometimes in use. Some participants said that
protecting such long-standing, unclassified documents from leak-
age through employees, auditors, or improper disposal was very
difficult. P17 explained: “Some people still prefer hard-copy form
filling. Then we have to be careful [about] how those are discarded
after adding data to the systems.” Paper documents may even be a
requirement, especially in government processes: “When it comes to
government auditors they need everything in paper, even soft copies
we should print and give them as hard copies. How can we do this with
systems? Also giving them all our data in hard copies is a method of
data leakage too” (P09).

As another example, documents are often transferred internally
within an organization by an aide, called a “peon,” who physically
carries documents from one government employee to another. (The
role may have different names, such as a “works aide,” and be per-
formed by workers with other responsibilities, such as a security
guard.) This often happens irrespective of the document’s sensi-
tivity or criticality, in both government and private organizations.
During the transfer process, the person can easily make a copy
of the document. Therefore, participants emphasized the need for
regulators to provide guidelines on protecting physical documents.

4.4.3 Developers having limitless access to PII. Most participants
from government organizations said that they have their software
developed by third-party software development organizations, and
that the developers do not follow standard software practices. Due
to a lack of awareness among government officers, these developers
often have direct access to user data. In light of this, participants
questioned the trustworthiness of developers and raised further
issues, such as data ownership and lack of support. Some organi-
zations in the private sector had a similar issue with their own
development teams, as they did not have enough resources. For
example, P29 said, “We can’t give laptops to all developers, they are
using their own laptops so we can’t restrict software installations,
tools and stuff as well.” However, most participants from the private
sector stated that they have internal development teams to build
their solutions or have proper access controls when working with
third parties.

4.4.4 Changing current processes and unmanaged software systems.
Many participants said that they needed to re-engineer existing
processes for data collection, data access, and data dissemination to
align with PDPA compliance. For example, P01 said, “Our processes
will have to be redefined to align with the requirements of the PDPA.”
In their case, the process disseminates PII without any consent or
control, and there is no way to track what happens to the informa-
tion after it has been shared. Moreover, as part of this process, PII is
read aloud for verification, causing the information to be leaked to
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others in the vicinity, including individuals unknown to the person
whose data is being shared. Despite being clearly problematic for
privacy, changing such processes may encounter resistance, as one
use case for PII is in political campaigns to gain governing power.

The changes required for re-engineering systems differ on a case-
by-case basis. Most participants from government organizations
said that the use of legacy systems had made integration difficult,
and in some cases, had become a blocker for the entire compliance
process, requiring development from scratch. Failure to maintain
documentation and system details, data management, ownership,
and infrastructure was identified as a common weakness in almost
all government organizations. Some participants further added
that having different versions or entirely different applications
across multiple regions, or even within the same department for
similar services with duplicate data, was a difficult problem to
solve. For example, P14 said, “Mostly of our systems are like making
ad hoc systems whenever something is needed. Branches are using
multiple systems.” Not having access to the source code of most
systems worsened the situation further. P06, a senior manager from
a government organization, said, “We do not know the infrastructure
of the places that our services are hosted. . . . In some of our systems
we do not have any documentation so we have no idea how this data
is handled over the processes and also how already stored data are
stored and steps of the process.”

Participants from private and finance organizations had differ-
ent issues; for example, P17 wondered how to harmonize a user’s
right to be forgotten with other legal obligations: “We have a lot of
sensitive information about users. . . [The organization’s] governing
body says we should keep data for five years, but if the user requests
to erase data before that?” However, most participants did not raise
concerns about the user’s right to be forgotten, as they had not
encountered the finer details of the Act yet.

4.5 Perceptions of compliance costs and budgets
Cost and budgetary concerns are important factors when adopting
new practices in an organization. Through our fifth research ques-
tion, we explored how stakeholders perceive the cost and budget
of PDPA implementation. Findings reveal that most participants
consider compliance a cost due to the lack of demand from clients
or users, and some organizations lack an allocated budget.

4.5.1 Stakeholders see PDPA compliance as a cost with no direct
benefits. Most participants do not consider the cost of compliance
an investment, as they see no direct benefit to their business in Sri
Lanka’s current privacy ecosystem. For example, P30 said, “When
customers start demanding this and asking for this, then it becomes an
investment. Until then it will be just a cost without an advantage. It has
to become a necessity, not a burden.” Participants from most private
organizations believe the limitations imposed by compliance will
hinder market insights, negatively impacting business. Therefore,
most participants from SMEs showed resistance toward spending
on compliance. A few participants had no idea about the costs due
to unidentified requirements or estimation difficulties. However,
participants from the financial sector stated that the compliance
process could improve customer trust, making it an investment.

4.5.2 Compliance costs are challenging to account for. Participants
from government organizations highlighted that they lack sufficient
budgets for privacy compliance implementation due to a lack of
management support and a strict budget approval process. P06 said,
“As a government organization, we will not get a budget allocated
this year for a circular that was issued in the beginning of this year.”
However, almost all interviewees from the financial sector have
already allocated a budget for PDPA implementation, irrespective
of whether they represent the government or the private sector.

In contrast, almost all large corporations in the private sector
have allocated a budget for compliance implementation. For most
other organizations, the need was present, but the allocation may
not have yet been made. However, a few private organizations,
mostly smaller enterprises and startups, struggled to understand
the breadth and depth of the engagement required to estimate and
allocate budgets.

4.5.3 Cost of implementation is distributed across technical, people,
and recurrent aspects. Almost all participants said that technical
improvements would cost them the most, requiring spending on
tools, software updates, and information security controls, among
others. Additionally, hiring experts will incur a significant cost.
Some participants noted an additional cost toward human resources,
such as training and awareness. Furthermore, most participants
are aware of recurrent costs due to compliance, such as regular
audits and maintenance. In contrast, participants from the financial
sector do not consider these an additional burden because they are
customary in their domain.

5 Discussion
Our stakeholder interviews about Sri Lanka’s Personal Data Pro-
tection Act surfaced a range of experiences and challenges that
participants encountered while preparing for the Act’s implemen-
tation.

Many challenges match developed countries. Many of the barriers
observed by our participants in Sri Lanka closely mirror those
reported in developed countries by prior literature. For example,
stakeholder concerns about possible impact on product offerings,
growth, and scaling of businesses can also be found in studies
on developed countries [43, 48, 63]. Another challenge commonly
identified in post-enforcement studies of GDPR compliance, as well
as our own, is that legal experts often lack technical knowledge,
while technical experts struggle to parse legal interpretations [16,
25, 39, 54, 63]. Prior research has similarly documented compliance
challenges stemming from outdated software and technologies [11].
Observing these parallels is critical, as it demonstrates that prior
findings often transcend borders and specific laws, suggesting that
developing and developed countries can learn from each other’s
experiences implementing privacy regulations.

5.1 Opportunities for improvement
Communication is key. Communication emerged as a notable

challenge common to both Sri Lanka and prior contexts. Prior re-
search has documented communication breakdowns in various
forms, for example many GDPR implementers felt that author-
ities provided insufficient guidance and support [39, 50, 63]. In
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our study, this manifested as a low level of awareness and under-
standing among participants about the PDPA and the meaning of
its individual provisions. Many participants heavily criticized the
DPA’s communication strategies, not only in a lack of awareness
campaigns about the need to comply, but also the authority’s ability
to provide clarifying answers when requested (4.2.2). While some
uncertainty is expected prior to enforcement [50], minimizing out-
standing questions beforehand facilitates smoother implementation.
We therefore recommend that regulators, including the DPA, adopt
a more proactive communication approach. When asked what re-
sources they relied on, no stakeholders mentioned official DPA
documentation. A clear improvement for the DPA and other regula-
tors would be to provide a centralized, easily accessible knowledge
base for implementers. Our participants further recommended that
such resources should be tailored to address the various distinct
needs of specific economic sectors and organizational roles.

For the communication to be effective, it should also be bidi-
rectional. Regulators should not merely broadcast information to
stakeholders; they must also actively solicit feedback on the on-
going challenges that implementers encounter. This would allow
them to proactively identify and address issues such as believing
security controls to be privacy, complexities in the Act, and lack of
domain specific guidelines. Regulators could facilitate this through
structured surveys, focus groups, or dedicated liaisons.

Expertise needs to be bootstrapped. While present in developed
nations, some challenges are significantly exacerbated in developing
countries, which have limited resources. One acute problem is
the shortage of experts in both the legal and technical domains,
and especially those possessing cross-disciplinary expertise. Other
developing countries such as Nigeria have also reported similar
shortages [33]. In smaller, less-resourced countries, the talent pool is
naturally smaller, and established educational pathways to develop
this expertise may be altogether absent.

Currently, organizations cope by hiring external consultants and
attempting to develop in-house expertise on a best-effort basis. They
may use prior regulatory compliance efforts as blueprints for newer
ones, such as leveraging existing ISO 27001 compliance workflows.
In the absence of country-specific resources, organizations may
also turn to public documentation designed for other jurisdictions.
For instance, without PDPA-specific guides, they may rely on those
written about the GDPR.

However, this lack of targeted expertise and understanding can
lead implementers astray. We observed many organizations nar-
rowly focusing on data security while neglecting the individual
privacy rights that are a central component of the PDPA. This mis-
understanding may lead them to adopt inappropriate compliance
models. Implementers must be explicitly informed that personal
data protection entails more than security controls and extends far
beyond standard financial security frameworks, like in ISO 27001
and SOC 2.

It is crucial for regulators to anticipate this behavior. In addition
to directly addressing commonmisconceptions, they should assume
that implementers will draw on any resource they can find, includ-
ing following foreign frameworks, and therefore should clearly

document where local regulations diverge from international coun-
terparts. Regulators should also explicitly budget and plan for build-
ing domestic expertise through international exchange programs
for workforce development or by directly training professionals to
seed the local market with experts. Implementers can then rely on
this local talent pool when planning their own compliance actions.

5.2 Risks to success
Lack of digitalization creates complexity. One assumption that

may be implicit in prior examples of privacy law implementations
from developed countries is that data flows are largely electronic.
Our interviews reveal that, frequently, this assumption does not
hold in Sri Lanka, where many business processes occur partially
or entirely on paper. Paper processes are not fundamentally incom-
patible with data subject rights like access, rectification, or deletion;
however, enabling the exercise of these rights in the physical world
is distinct and more challenging. Rather than relying on automated
database queries, paper management necessarily requires man-
ual workflows and human-in-the-loop processing. Regulators can
assist by forewarning organizations about these scenarios and es-
tablishing clear best practices for executing privacy rights across
paper-based workflows.

Notably, many paper-based workflows are particularly prevalent
in government settings or due to government-mandated processes
like auditing, which may have legal requirements involving pa-
per documentation (4.4.2). Therefore, lawmakers concerned that
paper processes will impede privacy implementation may be well-
positioned to encourage reduced reliance on paper by driving struc-
tural change. On the other hand, such efforts might themselves
have drawbacks, for example due do the digitalization, connectivity,
and literacy issues seen in rural areas (§4.4.1). Therefore, even if
providing process-specific guidelines is not feasible, data protection
authorities should consider publishing guidelines that account for
paper-based processes.

Careless implementation risks exacerbating inequities. One char-
acteristic of Sri Lanka common to many other developing nations is
the uneven digitalization across different geographic regions [30].
Urban centers like Colombo feature higher population densities,
concentrated commercial activity, and higher average digital edu-
cation levels. They consequently benefit from greater technological
access and digital literacy. Conversely, rural areas often lack these
advantages, leading to a heavier reliance on traditional, paper-based
processes. Participants described how infrastructure deficits and
limited digital literacy in rural areas have forced staff to interact
with systems on behalf of end users (4.4.1). (Similar intermediary
practices have been observed in African countries [34].) Given
these geographic disparities, rigid enforcement of technical pri-
vacy controls could disproportionately harm those with limited
digital access, potentially jeopardizing their ability to utilize crucial
services.

Informal processes create undocumented risks. Informal processes,
such as staff interacting with systems on behalf of end users, repre-
sent distinct challenges for privacy compliance. Another example
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uncovered in our interviews is the reliance on informal administra-
tive aides (“peons”), who are frequently tasked with making photo-
copies, physically transferring documents between departments,
and other logistical chores. While serving in an official capacity,
their specific interactions with data are rarely documented, despite
them having routine physical access to PII. From a data protection
perspective, this widespread undocumented access creates security
and privacy concerns. If these informal roles remain unaccounted
for, and the processes are not audited, these vulnerabilities are likely
to persist even after regulations are technically implemented.

Process visibility as a prerequisite and consequence of regulation.
The undocumented role of peons highlights a broader challenge
for privacy regulation implementers. Effectively implementing safe
data handling and verifiable data subject rights requires a compre-
hensive mapping of all existing data flows. This can prove chal-
lenging when organizational processes are informal, ad hoc, or
disjointed, such as when departments use disjoint parallel systems
to achieve the same goals. While this fragmentation is not unique
to developing economies, it may be more frequently encountered
there [36][53]. Regulators and implementers should be aware that
obtaining this visibility is a prerequisite for successful compliance,
and budget time accordingly.

On the flip side, our participants’ experiences show that in-
creased visibility into processes can emerge as a side effect of
attempting to implement regulations. For example, it helped our
interviewees identify insecure legacy practices, such as developers
relying on personal systems and having unrestricted access to PII.
In this way, privacy regulations can serve as a forcing function, com-
pelling organizations to reevaluate their processes and potentially
even providing leverage to renegotiate data-sharing relationships
with third-party vendors.

Implementers’ expectations for enforcement drive decisions. Just
as privacy implementation can be set back by a lack of visibility
into informal workflows, the regulatory environment itself can be
opaque and harbor informal processes that hinder implementation.
A critical factor in compliance behavior is the perceived credibility
of the regulator, determined by their track record reliability in meet-
ing deadlines, transparency in appointing officials, and fairness in
applying penalties across organizations of all sizes. The broader
societal context is also influential. A volatile legislative environ-
ment, where regulations are routinely amended or overturned with
lobbying, encourages covered entities to seek political workarounds
rather than invest in compliance. So too does pliable legal system
where corruption is endemic. Organizations are especially likely to
exploit these alternative pathways when they view privacy com-
pliance purely as a cost, offering no intrinsic business value and
driven by little to no consumer demand.

5.3 Culture as linchpin
Culturemay conflict with privacy. Multiple interviewees described

Sri Lanka as having an inherently open culture where freely shar-
ing personal information is normalized. By itself, this openness
does not conflict with privacy, since frameworks like contextual
integrity conceptualize privacy in terms of societal norms and ex-
pectations [37], which can vary widely in their permissiveness.

Nonetheless, operationalizing strict privacy rights, such as those
mandated by the PDPA and GDPR, almost necessarily entails im-
posing stronger access controls which may conflict with informal
sharing norms. As we documented, revoking previously-held access
can alienate employees, who may interpret these new technical
restrictions as a signal that they are not deemed trustworthy. Re-
search has documented similar interpersonal tensions surrounding
security implementations in other open cultures [23]. For end users,
rigid access controls may impede the ad hoc sharing behaviors they
historically relied on. This tension may even call for rethinking how
certain privacy rights are operationalized, perhaps by architecting
explicit mechanisms for authorized sharing and delegation that
respect and accommodate the local cultural context.

Public demand may be an insufficient motivator. Several intervie-
wees believed that Sri Lanka’s open culture results in limited public
demand for data protection rights, so accommodating them yields
negligible competitive advantage (4.3). Future research should inves-
tigate this assumption empirically, as it may not be true. Currently,
Sri Lankans have few opportunities to demonstrate a preference for
privacy-protective services, as they often lack meaningful choices
and alternatives when their data is collected. (In light of the coun-
try’s financial crises, citizens also understandably prioritize immedi-
ate economic concerns over abstract data rights.) Still, this dynamic
highlights that public demand alone is insufficient to incentivize
corporate privacy initiatives; governments must couple legislation
with robust auditing and enforcement mechanisms. Absent strict
regulatory incentives, organizations are unlikely to proactively im-
plement costly privacy architectures. This also suggests that Sri
Lanka and countries with similar cultures may benefit from privacy
education initiatives to inform citizens about their rights and the
tangible value that privacy can provide for them. Doing so may
require reaching across the digital divide. For example, privacy
advocates can use existing communication infrastructure such as
radio-based public service announcements to reach out to rural
areas and populations with lower digital literacy.

A glass half full. In some respects, our analysis of the PDPA’s
pre-implementation phase paints a pessimistic picture. Many or-
ganizations have yet to begin implementation, and some remain
entirely unaware of their legal obligations. For those actively plan-
ning, compliance costs are accruing due to the need for specialized
consultants and systemic re-engineering. Yet, from their perspec-
tive, the return on investment remains unclear given the perceived
lack of public demand. The possibility of legislative amendments
and the availability of loopholes may lead organizations to contin-
ued avoidance and indefinite delays. Worse, there is some risk that
implementation devolves into “privacy theater”—pro forma rituals
undertaken merely to simulate compliance, lacking actual benefits
for privacy due to informal workarounds. If unmanaged, this risks
souring the population on the general notion of privacy—a concept
that is already less structurally embedded in Sri Lanka than in other
cultures.

On the other hand, we see the situation as not necessarily that
dire and the challenges as not insurmountable. Many organizations
have made substantive progress toward compliance, particularly
within the financial sector, which has a greater track record of
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compliance with regulations due to the long-standing authority
of the CBSL, which has explicitly emphasized consumer-privacy
compliance in its directives [6]. While significant barriers remain,
many are concentrated within government organizations—a sector
often exempted from comparable regulations, such as the CCPA.
Furthermore, the PDPA’s implementation is already spurring im-
provements in organizational security policies, which are a critical
complement to privacy rights. Finally, the presence of the regu-
lation, and the need to comply with it, is successfully prompting
necessary societal conversations about the intrinsic value of data
protection.

When the PDPA finally goes into effect, it will not be the end of
the compliance process, but neither will it be the beginning. As our
findings show, the pre-implementation phase is a crucial moment
in the regulatory lifecycle. By heeding the lessons of the PDPA in
Sri Lanka, other countries can navigate a smoother journey toward
comprehensive privacy protection.

6 Conclusion
Sri Lanka, a developing country in South Asia, is preparing to en-
force its first privacy regulation, the Personal Data Protection Act,
which is largely similar to Europe’s GDPR. This offered us a unique
opportunity to study the challenges of implementing privacy regu-
lations as they are happening, in contrast with most research, which
does so retroactively. Sri Lanka’s status as a developing country
further increases the potential for findings to transfer to other Ma-
jority World countries that have not yet enacted privacy laws. We
conducted 35 interviews with stakeholders of government and pri-
vate organizations of varying sizes. While years had passed since
the Act was enacted, most organizations were at the very early
stage of compliance implementation, although financial organiza-
tions were well ahead, likely due to greater compliance expertise
and guidance from the Central Bank of Sri Lanka. We found that
many of the challenges implementers are experiencing match those
of developed countries, while others are likely more specific to
developing countries: severely underdeveloped infrastructure, non-
digitized systems, and the reliance on aides (“peons”) for carrying
out routine tasks, which may expose these workers to sensitive
documents. Many of the challenges centered on the difficulties of
developing a privacy-forward organizational culture, with appropri-
ate buy-in from leadership; some participants attributed this to Sri
Lanka’s national culture being open and trusting. Our results offer
lessons for future regulators and implementers, who may consider
steps such as staged compliance and iterative improvements to the
legislation—approaches that may benefit stakeholders as well as
regulators themselves.
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A Open science
For the reproducibility of the study, we have included our interview
questionnaire and the thematic analysis codebook below.

A.1 Interview questionnaire
We are conducting research to understand how stakeholders in Sri
Lanka approach their Personal Data Protection Act (PDPA) compli-
ance requirements. The study focuses on the processes, challenges,
costs, perceived responsibilities, and stakeholder roles. The objec-
tive is to identify effective strategies for regulatory roll-out and
adoption.

At what stage is your organization in the PDPA compliance process?

(1) Haven’t thought about it yet
(2) In the planning phase
(3) In the middle of implementing required tasks
(4) Have finished the implementation to become fully compliant

Remaining questions were adjusted according to the compliance
stage of the organization.

RQ: How do organizations and personnel plan to prepare for the
upcoming regulations and what is the current state?

• How [do you plan to] / [did you] find out what you need to
do to become compliant?

• Have you identified the required expertise to implement
the compliance? What roles [will] / [did] they play in your
compliance process?

• Do you already have the expertise required to implement
compliance within your organization? How [do you plan to]
/ [did you] obtain the expertise?

• Have you identified any additional resources that may be
needed for the compliance implementation?

• Can you briefly describe [how you plan] / [what you are
doing] to comply with PDPA?

RQ: What is the role of the regulators in helping organizations?

• Is the information provided by the regulator sufficient to
make decisions on the implementation of PDPA compliance?

• What information did you follow?
• Did you have any instances where you needed to get clarifi-
cation from the regulator? If you reached out to them, did it
help?

• What information from the regulator would have made your
PDPA compliance planning and implementation easier?

• How do you think the regulator should be involved in PDPA
compliance planning and implementation?

RQ: What is the role of cultural norms?

• Is there anything about your experiences that you think is
specific to your company?

• Is there anything about your experiences that you think
would be different in another country?

• What do you think others should know about the process of
complying with privacy laws?

• Sometimes, when a new law like this is passed, it is not
enough to implement specific technical solutions, but rather
the mindset or attitudes need to change. Do you think there
are such changes that the PDPA requires?

• What are the specific things you think need to be changed
from an organizational, cultural, and personnel perspective?

RQ: What are the technical challenges that stakeholders come across?

• (If they have not even thought about PDPA) what keeps you
waiting to start compliance implementation?

• What was the most challenging task until now? And is it
still a challenge or how have you overcome it?

• Out of the tasks ahead, which tasks do you think will be the
most challenging? How do you plan or prepare to face it?

• What challenges do you think require a big change in the
organization for the compliance process? What is the big
change? Why is that change required? How do you plan to
implement the change?

RQ: How do the stakeholders perceive the cost and budget of imple-
mentation?

• What do you think about the costs of having to comply with
PDPA?

• Do you foresee any indirect costs of the implementation of
PDPA compliance?

• Do you foresee any benefits of the implementation of PDPA
compliance?

• What are the costs of maintaining PDPA compliance?

A.2 Interview codebook
The codebook can be found in the supplementary materials: https://
osf.io/yp95h/overview?view_only=de4cf9acb273417781ddad0d15a3b85a

B Ethical considerations
Ethical standards were maintained throughout the research pro-
cess. Informed consent was obtained from all participants, and
they were informed about the objectives of the study, its volun-
tary nature, and confidentiality measures. Our participants were
not compensated. Given that all our participants were well-paid
professionals for whom participation in our study was not a finan-
cial burden, payments can be considered culturally inappropriate;
typical amounts could be seen as insulting and might dissuade
rather than encourage participation, while proportionately higher
ones may be considered biasing or even coercive. The primary
risk we identified was a breach of confidentiality that may cause
embarrassment or reputational damage to participants or their or-
ganizations. We mitigated this by keeping participants anonymous,
not audio-recording conversations, and avoiding records that could
link research data to identities. All anonymized data was stored se-
curely with only authorized research team members having access
to it. Ethical approval for the study was obtained from the Ethics
Review Committee of the affiliated institution.


